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ABSTRACT

This paper's objectives are to evaluate the applicability of current international instruments to combat
cybercrime in light of artificial intelligence (AI) technologies and to offer a brief overview of ongoing
international organizations’ policy initiatives that could soon have a significant influence on the
development of cybercrime legislation. This essay addresses the implications that developing Al
policies might have for managing the criminal justice system, particularly with regard to combating
cybercrimes. Deep fakes and other contemporary developments in the usage of Al apps and systems to
carry out destructive and unlawful actions are examined. The report concludes with a suggestion for a
different approach to developing efficient policy solutions to stop cybercrime using Al systems.

Over the last decade, cyber threats have become a challenge for the proficient. Current security systems
need more advancement to deal with exceptionally trained cybercriminals. Implementing Artificial
Intelligence (AI) techniques helps detect scams but may bring other risks. This research paper focuses
on the intersection between cyber security threats and their forestallment using Artificial Intelligence
(AI) technologies. It briefly outlines Artificial Intelligence (Al) applications for several cybersecurity
crimes and estimates the probability of expanding cybersecurity by conservation of the defense
mechanisms. The innovation of Artificial Intelligence has unlocked new room for the world’s future.
The methods to secure data have influenced the growth of Artificial Intelligence (Al) in
cybersecurity.

The paper aims to establish awareness regarding the benefits of Artificial Intelligence (AI) technology
and

its assistance in protecting on a larger scale, i.e., in an organization or a business. The statistics
mentioned

in the paper are taken from valid sources and proved to favor the study.

This study assesses the potential for increasing cybersecurity capabilities by strengthening the defensive
mechanism and offers a succinct summary of artificial intelligence (AI) implementations of various
cybersecurity employing artificial technologies. After reviewing the state-of-the-art artificial
intelligence cybersecurity software, we may deduce that useful applications already exist. First and
foremost, they deploy neural networks to safeguard several other cybersecurity domains as well as the
peripheral. However, it was evident that the effective resolution of some cybersecurity issues would
need the application of artificial intelligence techniques. For instance, detailed information is crucial for
making strategic decisions, and one of the unresolved cybersecurity challenges is the need for logical
decision support.

KEYWORD: Attificial Intelligence, Cyber Security, Cyber Attack, Machine Learning, Al
Surveillance,

INTRODUCTION
Artificial Intelligence (Al) is a rapidly expanding field. In the next ten years, Al technology is expected
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to be widely accessible in homes, offices, businesses, and the general public. It will permeate nearly
every aspect of our lives. There is a global shift occurring in the way governments and the public use
Al technology for security. Flying to any major airport in the world or passing through the central
business district of any large city has been all that has been necessary in the previous ten years to
discover Al monitoring in action.

These days, artificial intelligence (Al) permeates many of the items we consider "smart" in our homes,
including phones, smart watches, drones, self-driving cars, robotic vacuums and lawnmowers, and
drones. Artificial intelligence (Al) is widely used in robotics, technology, the medical field (particularly
in diagnosis and surgery), transportation, the military, video games, government and public
administration, insurance, finance and economics, auditing, advertising, and the arts, among many other
fields. Furthermore, it has been progressively incorporated into the legal sphere, encompassing
predictive justice and court outcome prediction.

“Cyberlaw” or information technology law is the legal term for laws relating to information technology,
which includes computers and the internet. It is in charge of managing information security, electronic
commerce, and the digital dissemination of software and information. It has a connection to legal
informatics. It's also known as "paper laws" for a "paperless environment" according to some. In
addition to intellectual property in computing and the internet, it raises specific issues with contract law,
privacy, freedom of expression, and jurisdiction. IT law, which is not a separate area of law in and of
itself, includes legislation pertaining to data protection, contracts, intellectual property, and privacy.
Intellectual property comprises copyright, fair use policies, copy protection policies tailored to digital
media, and workarounds for these policies. It is significant part of law.

Regulations control the flow of information between private companies and the general public, as well
as the harmony between censorship and freedom of speech. Laws define what data can be collected and
retained for law enforcement needs and what data cannot be collected for privacy reasons. In certain
circumstances and legal jurisdictions, computer communications may be used as evidence and to
generate contracts. The guidelines that regulate the use of modern computer-enabled methods of
surveillance and tapping differ substantially in terms of what law enforcement can and cannot present
in court as evidence. A variety of legal issues are raised by computerized voting technologies, such as
those used at polling places, websites, and smartphones. Some states impose legal and technical
restrictions on Internet access.

CYBER LAWS IN INDIA:

Any technology-based crime in India that involves the use of a computer as a tool for cybercrime is
prohibited by cyber laws. Cybercrime laws protect people from giving personal information to strangers
they don't know online. The IT Act 2000, introduced and amended in 2008, has covered a variety of
categories of offences from the inception of cyber laws in India. The Act lists the many types of
cybercrimes and their associated punishments.

By definition, cyber law is a subset of law that addresses problems pertaining to internet technology.
Cyber law in India pertains specifically to offences committed through the use of a computer or other
electronic device. The legislation pertaining to information technology, which includes computers and
the internet, is known as cyber law, often known as IT law? It oversees software, e-commerce,
information security, and the digital exchange of information. It is associated with legal informatics. IT
law encompasses elements of contract, intellectual property, privacy, and data protection laws rather
than being a distinct field of law. One important component of IT law is intellectual property. In Europe
and other places, the contentious field of software licensing is still developing.

! GeeksforGeeks, “Cyber law (IT Laws) In India”, retrieved from
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According to the Ministry of Electronics and Information Technology, Government of India: Cyber
Laws yields legal recognition to electronic documents and a structure to promote e-filing and e-
commerce transactions and also provides a legal structure to minimize.

There are several importance of Cyber Security which are as discussed below:-

1. It covers all transactions over the internet.

2. It keeps eye on all activities over the internet.

3. It touches every action and every reaction in cyberspace.

Cyber laws contain different types of purposes. Some laws create rules for how individuals and
companies may use computers and the internet while some laws protect people from becoming the
victims of crime through unscrupulous activities on the internet. The major areas of cyber law include?:
1. Fraud: Cyber laws are what shield consumers from online fraud. Legislation is created to stop online
financial crimes such as credit card theft, identity theft, and others. Identity theft offenders may be
charged with state or federal felonies. They may also run into a victim-brought civil case. Cyber
attorneys fight accusations of online fraud as well as prosecute cases involving such charges.

2. Copyright: Copyright violations were too easy. Both companies and individuals need lawyers to
bring an action to impose copyright protections. Copyright violation is an area of cyber law that
protects the rights of individuals and companies to profit from their creative works.

3. Defamation: Many employees express their opinions online. It can become defamatory when
someone use the internet to spread false information. Defamation laws are civil rules that protect
people from making false claims in public that could damage someone's reputation or a company.
When someone uses the internet to say things that are illegal under civil law, this is known as
defamation law.

4. Harassment and Stalking: Sometimes, comments made online are regarded as crimes that forbid
harassment and stalking. When someone makes threats against another person on the internet, it is
against both criminal and civil law. Cyber attorneys prosecute and defend stalker victims by using
the internet and other electronic communication means.

5. Freedom of Speech: One key aspect of cyber law is freedom of speech. Freedom of speech rules
permit people to express their opinions even when cyber laws prohibit specific online behaviors.
Cyber attorneys are required to counsel their clients with the boundaries of free speech, especially
laws that forbid profanity. When there is a disagreement about whether their conduct qualify as
acceptable free speech, cyber attorneys may also defend their clients.

6. Contract and Employment Laws: Every time you click a button that says you agree to the terms
and conditions of using a website, you have used cyber law. There are terms and conditions for every
website that are somehow related to privacy concerns.

ARTIFICIAL INTELLEGENCE (Al):

The focus of artificial intelligence (Al) has been on how robots behave or reason in specific situations.
This common term includes the degree to which robots are capable of thought or behavior similar to
that of humans. It's a way to find out if a computer is behaving human-like. When a human being
conversing with a computer is unable to discern whether the responses are coming from the computer
or from the human, the computer is considered intelligent.

https://www.geeksforgeeks.org/cyber-laws-in-india/ visited on 17 July 2024.
2 Supra Note 1
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FIGURE 1. Turing test in Artificial Intelligence (AI)

Intrusion detection systems (IDS) are the most relevant application of artificial intelligence (AI)
technology in the context of cyber threats. A software programme called an intrusion detection system
(IDS) searches a network for hostile activity or strategy infractions. The system usually reports any
breach centrally. A large amount of internet traffic may be analyzed and categorised by artificial
intelligence (AI).

Cybersecurity solutions based on Machine Learning (ML) technologies are used to automate the
recognition of attacks and to improve their capabilities. Machine Learning (ML) solutions are used in
intrusion detection systems (IDS). Machine learning (ML) techniques learn from the collected internet
traffic to discriminate the malicious from the legitimate traffic class. It is the method of detecting
malware networks and phishing emails. It uses algorithms and requires human intervention to correct

errors.’

Machine learning: Conventionally, machine learning (ML) approaches can be classified into two
groups: supervised and unsupervised learning. Supervised machine learning studies the relationship
between labeled input and output training data. The samples are labeled according to their class (e.g.,
malicious or legitimate). In unsupervised machine learning, no data labeling or training is required. The
nomenclature perspectives are converging, making it less essential to define machine learning
algorithms based on whether they are supervised or unsupervised.*

3 Rajashree Manjulalayam Rajendran, Bhuman Vyas, “Cyber Security Threat And Its Prevention
Through Artificial Intelligence Technology” International Journal for Multidisciplinary Research
(IJFMR) E-ISSN: 2582-2160, 2023
4 Ibid
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FIGURE 5. Machine Learning (Supervised & unsupervised)

AL IN DEPTH:

Artificial intelligence (Al) is a relatively new field of research, having existed for almost as long as
computer systems (also known as first system intelligence). Al was "on the horizon" in the early years
when it was thought that machines, software, and structures would be created that were smarter than
people. The problem is that the time frame is getting longer as time goes on. We witnessed a range of
machines, for instance, mastering chess and solving logically challenging puzzles.’

In the early stages of the computing, chess play was considered an intellectual test. Even though
electronic chess was on the rise in the 1970s, it seemed nearly impossible to create a system that could
beat the world champion. But this happened faster than expected. Three factors account for this:
enhanced computing capacity and the creation of potent search algorithms. Beyond games like chess, it
could be used in a variety of software applications, such as skill sets that are well-organized and contain
all conceivable chess knowledge. Since the chess problem was an abstract worry of the so-called tiny
Al it was essentially resolved. Another instance pertains to the translation of a certain Al from one
dialect to another.®

The 1960s are expected to tackle the problem of natural language processing early on, particularly in

3> Chmielewski, M., Wilkos, M., & Wilkos, K. (2010). “Building a multiagent environment for
military decision support tools with semantic services”. Lecture Notes in Computer Science (Including
Subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 6070 LNAI
(PART 1), 173—182. https://doi.org/10.1007/978-3-642-13480- 7 19 visited on 1 June 2024.
6 Corral, G., Llull, U. R., Herrera, A. F., Management, H., Ignasi, S., & Llull, U. R. (2007).
“Innovations in Hybrid Intelligent Systems” Proceedings of the 2nd International Workshop on
Hybrid Artificial Intelligence Systems (HAIS’07). 44/2008(June 2014). https://doi.org/10.1007/978-3-
540-74972-1 visited on 1 June 2024
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the wake of N. Chomski's computational linguistics research. Though some innovative programmes,
like Google's Al linguistics, showed early promise, it hasn't happened yet. This includes artificial
intelligence becoming extremely knowledgeable about every facet of human activity and developing
the ability to handle it. In general, artificial intelligence (AI) can be understood as a component of
intellect and, more broadly, as the development of intelligent devices. Al is a technology that provides
a way to solve complex problems that cannot be solved by, say, performing well or making wise
decisions because of high levels of intelligence.’

ROLE OF AI IN CYBER SECURITY

Does Al represent cybersecurity's future? Businesses in the public and private sectors have already
embraced Al initiatives, and as the White House points out, numerous federal agencies also make use
of the technology. Why? Why? Al is capable of saving a lot of time and resources by skimming through
standardized data and thoroughly examining unstructured data, numbers, voice patterns, and words.
Actually, Al has the potential to protect national secrets as well as tax cash. There are also gaps. Hackers
are attempting to discover ways to get inside the devices by finding gaps in security that we were
unaware of. Years pass before a business discovers a data leak. By then, all of the sensitive data has
vanished along with the hacker.

Conversely, Al has to wait till a hacker gets dirty and just gather data. Al looks for a variety of
behavioral irregularities that hackers might exhibit, such as when a user logs in or when a password is
written. Artificial intelligence (Al) is able to identify subtle indicators that a hacker group would have
missed otherwise and halt them in their tracks. Like Varughese pointed out, anything may be misused.
In the ongoing cybersecurity chess game, human hackers will always probe the weak points in any
system, including artificial intelligence. Because artificial intelligence is controlled by humans, it can
still be defeated. Artificial intelligence (Al) can only work as intended, despite its amazing ability to
link and interpret data.® Programmers will need to implement new defenses as hackers adapt to Artificial
Intelligence systems. The cat and mouse game will continue, but artificial intelligence is a useful ally
in the struggle to protect data. For Tensor Flow machine learning, Google unveiled a graphical data
learning approach. Search results for March 9, 2019 implemented Neural Structured Learning (NSL),
an open-source framework for training data sets and data structures in neural nets using the Neural
Graph Learning technique. NSL is intended for qualified machine learning specialists in addition to
those who lack expertise, and it integrates with the Tensor Flow stage of machine learning. NSL can
run NLP, render machine vision models, and project data from interactive databases, including
information graphs and medical records.

The connection between artificial intelligence and cybersecurity one important component that
influences computer decision-making is artificial intelligence. For example, the computer may detect
unusual behaviour on the system and refuse access unless the relevant authority grants permission.
These artificial intelligence techniques leverage machine learning, a process whereby computer
scientists develop algorithms using data gathered over time. Because of the way the algorithm is
constructed, it can recognize and discern between authentic and fraudulent access. Machine learning
technology improves an organization's security by making threats and anomalies more predictable.’ The

7 Feyereisl, J., & Aickelin, U. (2009). S EIf -O Rganising M Aps. August, 1-30.
$ Hosseini, R., Qanadli, S. D., Barman, S., Mazinani, M., Ellis, T., & Dehmeshki, J. (2012). “An
automatic approach for learning and tuning gaussian interval type-2 fuzzy membership functions
applied to lung CAD classification system”. I[EEE Transactions on Fuzzy Systems, 20(2), 224-234.
https://doi.org/10.1109/TFUZZ.2011.2172616. Visited on 1 June 2024
? Tbid
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precision and speed with which threats are identified are unmatched by humans. As a consequence,
artificial intelligence and machine learning technologies can avert cyber-attacks that might cost your
company millions. Nevertheless, businesses must continue to update security systems as hackers evolve
in response to technological advancements

BENEFITS OF AI IN CYBER SECURITY

Al has become a powerful tool in the fight against cyber threats as it can help detect, analyze, and
respond to malicious attacks faster. Leveraging Al helps you better understand your networks and
identify potential threats faster. Al-powered solutions can sift through vast amounts of data to identify
abnormal behavior and detect malicious activity, such as a new zero-day attack. Al can also automate
many security processes, such as patch management, making staying on top of your cyber security needs
easier. It can help you respond faster to attacks by automating specific tasks, such as rerouting traffic
away from a vulnerable server or alerting your IT team to potential issues.

When it comes to accuracy and efficiency, Al-based cyber security systems outperform conventional
security solutions. For instance, in a fraction of the time it would take human operators to perform the
same operation, Al can scan a vast number of devices for potential vulnerabilities. Additionally, patterns
that can be hard for the human eye to see can be recognized by Al systems, improving the accuracy of
harmful activity identification. By automating time-consuming security chores, Al can free up precious
resources to concentrate on other business areas.

It is also faster than a human at identifying risks because it can handle enormous amounts of data reliably
and rapidly. This lowers the cost of protecting against cyber threats and speeds up the response time to
security issues. By connecting disparate data sources, Al-driven solutions can also assist in identifying
harmful activities, giving you the ability to safeguard your systems proactively. Since these solutions
are readily scalable, you can add more security without having to shell out a lot of money for hardware
or staff.

The Risk of Relying on Al in Cyber Security

Businesses all around the world are significantly investing in Al because of its unequalled security
against cyber-attacks and its capacity to analyses enormous data sets quickly. However, there are still
hazards associated with depending on Al, even as its use in enhancing security grows. Al systems that
make biased decisions may come from a variety of sources, such as algorithms that lack the requisite
objectivity or data sets that contain biased information. Improper management of these biases can result
in discriminatory judgments made against specific groups or individuals, which can have major
ramifications for the organisation.

For example, a decision made by an Al system based on biased inputs could lead to false positives and
block legitimate users from accessing company systems, resulting in lost productivity or customers. The
algorithms used to make decisions about security threats are not always transparent, leaving you
vulnerable to potential bias or manipulation. Al can be difficult to interpret, so it’s hard to understand
why decisions were made or how they can be improved.

This lack of understanding can lead to poor decisions, which can have severe implications for an
organization’s security. Al-based cyber security solutions may not always accurately identify every
threat or potential breach, leading to potential risks going unnoticed and causing further damage. Al
algorithms can be designed to search through data and detect patterns quickly, making them an attractive
target for malicious actors who could use them to access sensitive information or attack infrastructure.
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Examples of Al in Cyber Security-

Cyber criminals may use Al to:

e Easily create new malware that can contain new zero-day vulnerabilities or bypass detection.

e Create new, sophisticated, original, or targeted phishing attacks. Such actions can increase the number
of scenarios, making it difficult for reputation engines to keep up.

¢ Analyze and collect data much quicker and help identify other avenues of attack.

e Create (video or audio) that can be used to convince victims in social engineering attacks.

e Conduct attacks such as intrusions or generate new hacking tools.

And because Al relies on data sets that are often biased or incomplete, it can lead to missed threats and

false positives, creating a false sense of security and leading to real-world consequences.

CONCLUSION

The impact of artificial intelligence on cybersecurity and threat mitigation was assessed in this study.

The results imply that advances in technology have made it easier for hackers to improve the strategies,

techniques, and tools they employ to exploit individuals and institutions. Artificial intelligence can be

detrimental even though it has many positive uses. Making informed technological decisions will help

organisations avoid a calamity. Artificial intelligence (Al) is rapidly emerging as a vital instrument for

enhancing information security organizations’ efficacy. Artificial intelligence (AI) offers the much-

needed monitoring and threat detection that security experts can use to lessen the likelihood of a breach

and strengthen their organization's defence capabilities. Humans are no longer able to adequately secure

an enterprise level attack surface.

Furthermore, artificial intelligence may assist in the discovery and prioritization of risks, the direction

of incident response, and the identification of malware cyber-attacks before they occur. As a result,
even with the possible drawbacks, artificial intelligence will aid to advance cybersecurity and assist

businesses in developing a stronger overall security.
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